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1. Setting up a WPA2 Enterprise connection in Windows 10 in a domain

If your computer is integrated in a domain and you have problems establishing a connection with our ,MYWIRE-
PEAP-XXX" or ,MYWIRE-SECURE-XXX" WiFi networks, this requires a manual setup of the WPA2-Enterprise connec-
tion, which we would like to explain to you here.

1. Todo this, open the settings via the start menu.
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Open the ,Network and Sharing Center" here.
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Select ,Set up a new connection or network".

55 Network and Sharing Center
/& %5 > Control Panel > All Control Panel tems » Metwork and Sharing Center d h Control Panel
View your basic network information and set up connections

Control Panel Home

View your active networks
Change adapter setfings

Change advanced sharing Netzwerk Access type: Internet
settings Private network Connections: .; Ethernet

Change your networking settings
dz. Set up a new connection or nebwork
= sa up a broadband, dial-up, or VPN connection; or set up 2 router or access point.

== Troubleshoot problems

Diagnese and répair nebwork problems, or get treubleshooting information.

Infrared
Internet Options

Windows Defender Firewall

date of publication 07.01.2020 back to the table of contents



5. Select ,Manually connect to a wireless network" and click ,Next".

~ % SetUp a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

EE. Set up @ new network
<amy. Setup a new router or access point.

ﬁ Manually connect to a wireless network
sl Connect to a hidden network or create a new wireless profile

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

6. Here you enter the ,SSID" which is on your router. If your device supports the 5GHz standard, please enter the
,8SID" with ,5GHZ". In addition, select ,WPA2-Enterprise’ as the security type and confirm the settings with
,Next".

o Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: || MYWIRE-PEAP-5GHZ-1

y

Security type: | WPA2-Enterprise

Encryption type:

Security Key: Hide characters

[ Start this connection automatically

[J Connect even if the network is not broadcasting
Warning: If you select this option, your computer’s privacy might be at risk.
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7. Then click on the ,Change connection settings” option.

~ ¥ Manually connect to a wireless network

Successfully added MYWIRE-PEAP-5GHZ-1

—> Change connection settings
Open the connection properties so that | can change the settings.

8. Select the tab ,Security” and the ,Settings”.

MYWIRE-PEAP-5GHZ-1 Wireless Network Properties

Choose a network authentication method: <€
s st G
[V]Remember my credentials for this connection each

time I'm logged on
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9. Check the box ,Connect to these servers’ and enter ,radius.my-wire.de" in the field below.
Then select the field ,Configure”.

Protected EAP Properties

‘When connecting:
[A Verify the server’s identity by validating the certificate

] Connect to these servers {examples:srv1;srv2;. = srv3.com):

radius. my-wire.de

Trusted Root Certification Authorities:

[] AddTrust External CA Root

[ Baltimore CyberTrust Root

[ certum ca

[ Certum Trusted Netwark CA

[ Class 3 Public Primary Certification Authority
[J comoDo RSA Certification Autharity

[ bigiCert Assured 1D Root CA

<

Notifications before connecting:
Tell user if the server’s identity can’t be verified

Select Authentication Method:

_Secu'ed password (EAP-MSCHAP vZ)

[V] Enable Fast Reconnect

[ Disconnect if server does not present ayptobinding TLV
[ Enable Identity Privacy

10. Make sure that the check mark is not set and confirm with ,0K".

EAP MSCHAPV2 Properties

When connecting:

0 omatically use my Windows logon name and
assword (and domain f any).

11. Now confirm all remaining windows with ,0K" and close the ,connection settings" option of point 7.

You can now use the WiFi connection. Make sure that you have no other incorrectly configured connection in the sys-
tem that your adapter could automatically connect to. Follow the instructions up to point 3 and select ,WiFi" in the
menu on the left and then ,Manage Known Networks".

Please note, that a certificate has a validity period. Should this expire, we will automatically provide a new certificate.
This requires a new setup of the WiFi connection.
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2. By questions or problems

Find answers to frequently asked questions on our website:
https:/www.my-wire.de/faq

We are happy to help you on our support hotline.
You can reach them by calling the: +49 (0) 621-48348160
or send us an e-mail to: support@my-wire.de
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mywire Datentechnik GmbH
Edisonstralie 21

D-68309 Mannheim

visit us online
www.my-wire.de
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